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Abstract:

Due to increasing economical impact due to the cyber fraud phenomenon, payment institutions
allocate considerable resources to prevent this. An adequate implementation of risk indicators
coupled with preventive mechanisms can lead to a decrease of losses. The protection mechanisms
engineered through artificial intelligence could be a proper solution, but there are no specific legal
requirements and frameworks for implementation and liability for such tools, aside from general
cyber security, data protection and cyber-crime legal provisions. In this article we analyzed the
impact of such preventive measures from multiple perspectives, including economical and legal. Our
contribution entails a proposal for compliance evaluation of artificial intelligence tools for cyber fraud
prevention, monitoring and adjustment thereof through analysis of the key risk indicator evolution
over time.
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Introduction

According to a study by (World Economic Forum, 2022), cyber risk is one of the major global
challenges. Financial institutions hold a significant amount of sensitive information (customers'
personal and credit card details, bank account details, financial transactions) and financial assets,
making them attractive targets for cyber criminals.

This form of operational risk refers to threats and vulnerabilities associated with cyber security and
is characterized by a variety of manifestations: attacks on customer data, cyberattacks against
financial institutions to gain access to and control over information systems, social engineering
attacks, ransomware attacks etc.This types of cyberattacks can have significant financial
consequences for both consumers and financial institutions, but can also lead to loss of customer
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confidence and loss of reputation for banks.

For these reasons, the cyber fraud prevention process must focus on regulating and mitigating the
cyber risks associated with this type of criminal behaviour. Risk indicators play a crucial role in fraud
prevention at payment institutions. They help financial institutions identify and manage potential
threats and risks associated with transactions and payments, helping to increase the sustainability
of financial institutions by protecting their assets and reputation, customers, reducing costs and legal
risks, and adapting to the evolving cyber security environment.

Current dynamics and trends in cyber fraud, however, make it difficult to prevent this criminal
behaviour, as traditional security mechanisms are no longer sufficient and effective in protecting data
and systems against new threats in the digital space. The existing legal framework and bodies
responsible for cyber security often fail to keep pace with developments in cybercrime.

These new challenges require tailored and innovative responses, and the deployment of Al-enabled
cyber defence systems may be an appropriate solution. The combination of traditional security
technologies and the advanced capabilities of artificial intelligence technology can provide stronger
protection against the increasingly complex and dynamic phenomenon of cyber fraud. Artificial
intelligence capabilities compensate for the asymmetry between current cybersecurity mechanisms
and the innovative methods used by cybercriminals to commit cyber fraud. Artificial intelligence
technology helps to increase the detection rate of cyber fraud and is highly effective in identifying
anomalies and irregular patterns.

The potential of artificial intelligence lies in identifying new or complex fraud schemes, monitoring
transactions or analysing unique behavioural patterns in the user authentication process at a higher
level than the current mechanisms implemented by financial institutions. Despite the benefits
associated with the new technology, the excessive or predominant use of artificial intelligence tools
in detecting, reducing or preventing fraudulent activities carries a number of risks arising from the
lack of accuracy of the data processed and the technical imperfections of systems incorporating
artificial intelligence, with negative consequences in providing erroneous decisions and increased
exposure to cyberattacks.

The integration of artificial intelligence technology into operational risk management in the context
of cyber fraud brings an advanced level of detection, prevention and protection against cyber threats,
thus contributing to the increased efficiency and sustainability of financial institutions in the face of
evolving cyber risks.

The lack of an adequate legal framework and the fragmented regulation or use of artificial intelligence
systems in fraud prevention in the financial-banking sector complements the operational and
technological risks. The current regulations do not expressly address artificial intelligence, applying
provisions of several pieces of legislation adopted at european level (e.g. PSD2 Directive, NIS2
Directive, DORA Regulation, Cybersecurity Act, GDPR Regulation) or national level, thus making it
necessary to update the regulatory framework in line with technological developments or to adopt
specific legislation on artificial intelligence (e.g. proposed AlA Regulation and PSD3 initiative).

This interdisciplinary study analyses some of particularities, strengths and limitations of the artificial
intelligence technology in the prevention of operational risks associated with cyber fraud in the
financial-banking sector, as well as the impact of the existing regulatory framework and legislative
proposals at European level, that affect the integration of artificial intelligence systems in policies
and mechanisms for preventing this phenomenon in financial institutions.

The article is organized further as follows. section two presents the description of the problem from
different angles, section three describes data and methodology, sections four introduce the results
and proposals for adjusting the regulations and the final section presents the conclusions, the limits
and future research directions.
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Description of the Problem

The literature review highlights scientific concerns in analysing the potential and impact of artificial
intelligence technology in preventing cyber threats. In this sense, we consider it eloquent the map in
figure 1 that we managed to build using tools and databases in which we analyzed the prominence
of keywords, objectives, hypotheses of interest for the present study and the relations between them.
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Figure 1 — Map of relevant articles reported to the keywords
Source: Authors’processing using the Web of Science database

Researchers (Ahsan et al., 2022; Zang et al., 2022; Zeng, 2022; Tao et al., 2021; Sarker et al., 2020;
Pupillo et al.,, 2019; Wirkuttis and Klein, 2017; Azhar, 2016) have generally focused on the
interactions between artificial intelligence technology and cybersecurity, highlighting the new
technology's contributions to substantially improving traditional cybersecurity practices. The
relationship between artificial intelligence technology and cyber security is ambivalent: on the one
hand, artificial intelligence systems are increasingly used to help detect, prevent and respond to
cyber threats; on the other hand, cyber security can be the cornerstone of ensuring safety and trust
in artificial intelligence systems. Recent studies (Kaur et al., 2023; Capuano, 2022; Naik et al., 2022;
Mathew, 2021; Wiafe et al., 2020) have highlighted the significant contribution of cybersecurity
systems enabled by artificial intelligence technology especially in relation to the prevention and
detection of cybersecurity incidents: unauthorised access, malware, cyber fraud, phishing, DDos
attacks, cryptojacking, zero-day attack, privilege escalation and others.

Artificial intelligence technology is also having a major impact on the effective implementation of
cyber governance in the financial and banking sector, revolutionising the way financial risks are
managed. The authors (Bozic, 2023; Josyula et al., 2023; Berrada et al., 2022; Lindqvist and
Khailtash, 2022; Fares et al., 2022; Fritz-Morgenthal et al., 2022; Milojevi¢ and Redzepagic, 2021;
Leo et al., 2019; Soni, 2019; Aziz and Dowling, 2018) generally demonstrate the potential of the new
technology to support financial institutions in analysing credit risk, financial transactions, protecting
personal data or managing operational risks associated with cyber fraud. Considerable research
(Mytnyk et al., 2023; Rutskiy et al., 2023; Btoush et al., 2023; Aziz and Andriansyah, 2023; Chang et
al., 2022; Bao et al., 2022; Raj and Choudhary, 2022; Priya and Saratha, 2021; Erdogan et al., 2020;
Ryman-Tubb et al., 2018) has been conducted on the contribution of artificial intelligence technology
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to fraud prevention at financial institutions by preventing and detecting suspicious or fraudulent
transactions. The relationship in our own vision between artificial intelligence and financial risk
management is presented in figure 2.

Figure 2 — Artificial Intelligence and Financial Risk Mnagement
Source: Authors’ processing

It is important that in the implementation of artificial intelligence in risk management at the level of
financial institutions, attention should also be paid to the aspects of ensuring digital operational
resilience provided for in specific legal instruments, with some authors assessing compliance with
the provisions of the GDPR (Mantelero, 2019; Jackson, 2019; Wachter et al., 2017), the
Cybersecurity Act (Casarosa, 2022; Calliess and Baumgarten, 2020), the proposed AlA Regulation
(Floridi L., 2022; Smuha et al., 2021) and the DORA Regulation (Alibrandi et al., 2023; Krtger and
Brauchle, 2021; Pavlidis G., 2021).

The literature has also addressed the major issues, gaps and limitations in the use of artificial
intelligence techniques to prevent cyber threats and therefore cyber fraud. With the ability to process
large amounts of data and make decisions without human oversight, intelligence systems still pose
significant risks related to data privacy and vulnerability to cyber-attacks, further exacerbating
cybersecurity threats (Hendrycks et al., 2022; Kaminski, 2023; Scherer, 2016). Atrtificial intelligence
technology can also be exploited by cyber actors for criminal purposes (Choras and Wozniak, 2022;
Blauth et al., 2022; Ciancaglini et al., 2020; Comiter, 2019; Brundage et al., 2018), contributing to
the sophistication and diversification of the tools used by cyber actors to commit cybercrime: Al-
malware, Al-assisted hacking, custom social engineering attacks, passing cybersecurity filters.

Preventing risks associated with artificial intelligence involves multiple technical, legal and ethical
approaches: transparency and explainability, data protection and privacy, artificial intelligence
algorithm auditing and accountability, regulations and standards. The doctrinal approaches from this
perspective alternate from the analysis of ethical frameworks for the governance of artificial
intelligence (Fjeld et al., 2020; Jobin et al., 2019), the adoption of strict regulations based on risk
assessment to the adequacy (de Almeida et al., 2021; Schuett, 2023) of regulatory frameworks
protecting human rights (Mantelero, 2022; Yeung, 2019; Latonero, 2018; Raso. et al., 2018).

The results of the literature review indicated that the use of artificial intelligence systems in fraud
prevention is increasing, but can still be seen as a new phenomenon requiring further research on
the potential of the new technology in assessing and identifying risk indicators associated with cyber
fraud and the impact of the new legal instruments adopted at European level (PSD3 proposal and
DORA Regulation) to ensure digital operational resilience with regard to such instruments.

95



Methodology and Data

In order to be able to come up with proposals for improving the general framework regarding artificial
intelligence and key risk indicators in cyber frauds prevention, we start from a few hypotheses within
some objectives that we state in the following, the results to be centralized in the next chapter. Also,
in this chapter we will present some concrete examples, through which to highlight the statements.
However, we must mention, that the issues analyzed can be approached from different other angles,
this aspect being mainly determined by the context and the goals that want to be achieved.

Objective 1 (O1) — Identifying the impact of artificial intelligence and related key risk indicators on
cyber fraud prevention

Hypothesis 1. (H1.1). (Regarding O1) — Current dynamics and trends in cyber fraud create
difficulties in preventing this criminal behaviour.

Key Risk Indicators (KRIs) is a tool for measuring a potential risks who can provide data and prioritize
the response to various threats.

The risk profile of an organization can be established with the help of these changing measurement
tools.

We can have a look now to the five KRlIs for really understand the potential risk should be aware of:
Scope of attack surface, Presence of malware, Unpatched or misconfigured systems, Third party
risk and Financial Exposure.

Scope of attack surface - This first tool refers to the identification of the risk in the digital environment,
scanning the attack surface is a first method in this sense, making an automatic inventory.

Presence of malware - Obtaining visibility in malware activity is critical to reducing your companies’
cyber risk exposure.

Unpatched or misconfigured systems - A misconfigured system can be a significant indicator of risk.

Third party risk - By monitoring the group of suppliers, you collaborate with, you can identify and
reduce this relational risk.

Financial Exposure - The management of an organization must allocate sufficient resources and a
significant expertise in order to manage the cyber risk and to be aware of the impact of a possible
ransomware attack.

According to (The National Institute of Standards and Technology, 2023), the Cyber Security Framework
includes 5 important functions: ldentification, Protection, Detection, Response and Recovery.
Identification offers raise awareness of cyber security risk for people, assets, systems, capabilities
and data. The protection function refers to the implementation of appropriate measures to limit the
impact of a potential cyber security event. The Detect function means the timely identification of
Cyber Security problems. The Response function refers to the appropriate activities taken in the
event of a Cyber Security incident. The Recovery function helps in the timely recovery of affected
operations following a Cyber Security incident.

Opportunities and barriers by using Al in cyber fraud detection - an insurance companies’ case.

As risk management systems have failed to keep up with highly sophisticated security attacks,
industries around the world have witnessed a rapid and sudden increase in the number of cyber-
attacks and all this phenomenon started since the onset of the COVID-19 pandemic.

Opportunities- Claim Predictions- Atrtificial intelligence can be used to estimate insurance claims.
Against phishing, the NLP application is used, which recommends the interaction of people with
machines. Through NLP, large amounts of data can be scanned regarding e-mail conversations. It
is possible to identify certain patterns regarding malicious behavior by recording all e-mails entered
into the organization's network.
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Barriers — Cyber risks — Atrtificial intelligence includes damage assessment, human resources, IT or
legislative changes. Al systems being very fast can learn about regulations, laws or changes,
decisions can also be made quickly. The major concern relates to when decisions can actually be
made by Als as well as their accountability. The use of Al to filter data can pose a real threat to
customer privacy when it comes to media accounts, internet searches, or terms and conditions
obtained directly from credit card companies. Time restrictions are required on the use of this
confidential information.

Discrimination Based on Characteristics - Serious threats of bias are prohibited by the anti-
discrimination rules by which statistics can disparage some protected attributes. There is an Equality
legislation Act (United Kingdom Government, 2010) that prevents insurers from using certain
algorithms that offer discrimination based on physical characteristics.

According to (Comming, 2023), The Financial Conduct Authority (FCA) sent a warning to companies
in the financial sector regarding Al fraud activity). The phenomenon has grown a lot in the last period
both in sophistication and scope, cyber-attacks as well as identity fraud have become a real danger.
The FCA also promotes the benefits of Al, but mentions the need for better cyber regulations. The
risks of fraud, deepfake, have been highlighted by the FCA. The CEO of FCA, Nikhil Rathi, which
mentioned the fact that the entire financial services sector could be disrupted by artificial intelligence
"in ways and on an unprecedented scale". Must be taken important measures against the ever-
growing frauds based on Al. He also said: ,,As Al continues to be adopted, investment in fraud
prevention and operational and cyber resilience will need to accelerate simultaneously”.

Cybercriminals are keeping their attacks under the radar with methods of taking money, without
security teams finding out, through bitcoin payment requests, according to new research into scam
activity.

The Benefits and Limitations of Using Al and Machine Learning for Fraud Detection
Fraud Detection Machine Learning

Fraud detection is the process by which fraudulent activities are identified and prevented within a
company. In table 1 we present some examples of cybersecurity detection systems that operate in
a different way and thus prove that the same problem can be solved - partially, because it is difficult
to say that there is a universal detection system.

Traditional detection methods are inflexible and rigid, which makes it almost impossible to correctly
adapt to new types of fraud. Al and ML have revolutionized the fraud detection process. Large
amounts of data can be analyzed in real time, fraudulent activity being able to detect patterns and
anomalies.

Table 1

Examples of cybersecurity detection system

Amazon Guard Duty

IBM Watson for
Cybersecurity

Cylance Protect

Splunk User Behavior

It is a system based
on artificial
intelligence that
detects cyber threats
in real time and
analyzes Amazon
CloudWatch (AWS)
logs.

It is another powerful Al-
based threat detection
system through which
data is analyzed from

multiple sources such as

security alerts or logs. If
traditional security
systems can miss certain
threats, IMB Watson for
Cybersecurity can identify
them.

This system uses ML
to detect and prevent
cyber threats. Its
predictive type can
block malicious
processes before
they are executed on
the final point.

The specification of
this system refers to

identifying and
responding to
anomalous behavior in

a network. Internal
threats related to

employees who

access certain
sensitive data are

identified.

Source: Authors’ processing
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Another powerful application of Al and ML in fraud detection is the detection of anomalies, by
identifying unusual patterns of behavior. If a customer suddenly makes large purchases from a new
location, this could be a sign of fraud. Vision artificial is a powerful tool in fraud detection because it
uses computer vision to analyze images and videos, counterfeit goods can be detected by watching
surveillance footage to identify people.

Hypothesis 1.2 (H1.2). (Regarding O1) - The use of artificial intelligence in cyber fraud prevention
will lead to a significant increase in fraud detection rates.

Artificial intelligence, especially machine learning (ML) can have a decisive, significant role in the
discovery of information from data. ML automates the process of prioritizing relevant data, finding
and contextualizing processes in the life cycle of information, these refer to detection of dark web
forum posts that lead to a data breach. Processes can be improved by using ML, and specialists,
security analysts can treat, remediate or identify new attacks, helping in this sense to quickly develop
responses and an understanding better of cyber-attacks.

The most sophisticated algorithms are used to recognize patterns before they are infiltrated into the
system, to identify the smallest behaviors, changes in ransomware attacks or to detect malware. Al
has a superior predictive intelligence through which it processes natural language in order to manage
data, by analyzing studies, news or published articles. Security teams understand better, in this
sense, prevention strategies, cyber-attacks or anomalies, as cyber criminals are always in trend with
trends. Threats specific to a certain industry or global threats are identified by the Cyber Security
systems powered by Al.

Data fraud or account takeover is a risk due to the fact that robots are a substantial part of internet
traffic, but organizations can be helped in this sense by Al and ML through a much better
understanding of website traffic and through a differentiation between human users, good robots or
bad robots.

Objective 2 (02) - Analysis of the existing legal framework with impact on the use of artificial
intelligence in fraud prevention and proposals for improvement of fraud detection legal provisions

Hypothesis 2.1 (H2.1). (Regarding O2) - The existing legal framework and bodies responsible for
cyber security often do not keep pace with developments in cybercrime

The exponential increase in bank cyber fraud is explained by the inefficiency and insufficiency of
traditional detection and prevention methods (mainly due to a low detection rate, lack of resilience
and autonomy), requiring innovative and intelligent mechanisms adapted to the new cyber threat
architectures. Clear policies and procedures are also needed, which unfortunately either do not exist
or are not properly implemented. The size of the institutional architecture for cyber security involves
several bodies in fraud prevention, which is why there is a fragmented approach in tackling the
criminal phenomenon and leads to under-reporting of incidents by users due to mistrust and
confusion in reporting to the competent authorities. For these reasons, a rethink of the institutional
framework is needed.

As there is a pressing societal need to prevent such criminal conduct, priority should be given to
strengthening the capacity of cybersecurity bodies by developing solutions incorporating new digital
technologies or enhancing cooperation with private parties that have implemented such
programmes.

Prevention is one of the most effective ways to combat bank cyber fraud, but this process needs to
be adapted to cyber realities and artificial intelligence technology may be the right solution.

The combination of traditional security technologies and the advanced capabilities of artificial
intelligence technology provide stronger protection against the increasingly complex and dynamic
phenomenon of cyber fraud. According to (European Union Agency for Cybersecurity, 2020) report, "Al
Cybersecurity Challenges. Threat Landscape for Artificial Intelligence”, artificial intelligence systems
can be an advanced tool in cybersecurity by developing more effective security controls and
facilitating law enforcement efforts to better respond to cybercrime, including analysis of the
exponential growth of Big Data in the context of investigations as well as crime in the misuse of
artificial intelligence.
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The value and opportunities of artificial intelligence in cybersecurity has been highlighted and
contained in a number of policy legal instruments. At European Union level, Directive (EU) 2022/2555
(or NIS 2 Directive) of the European Parliament and of the Council on measures for a high common
level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU)
2018/1972, and repealing Directive (EU) 2016/1148, the EU Cyber Security Strategy for the Digital
Decade and the EU Security Union Strategy, highlight that artificial intelligence or machine learning
systems are useful to strengthen the capabilities and security of networks and information systems
against cyberattacks. In the same vein, the UK's National Cyber Security Strategy (2022), Germany's
Cyber Security Strategy (2021) and ltaly's National Cyber Security Strategy for 2022-2026 (2022)
highlight the usefulness of integrating artificial intelligence techniques into cyber defence systems.

Artificial intelligence models can help automate cybersecurity, ensuring predictability and ensuring
an effective response to cyber threats. Systems enabled by artificial intelligence technology are used
for automated malware analysis, intrusion detection (by automatically identifying user access), spam
detection, mobile (android) malware detection, botnet detection, advanced ("next-gen") antivirus
software development, security breach prediction, authentication and password protection, phishing
detection, network traffic monitoring (to identify anomalies), identification of vulnerable areas, data
encryption.

According with (European Union Agency for Cybersecurity, 2021), while artificial intelligence helps
substantially improve cybersecurity practices, at the same time, facilitates new forms of attacks and
further exacerbate security threats.

Regarding the GDPR, we can say that GDPR has certain limitations: it is not global, it contains
specific rules for certain types of automated individual decision-making, but not for collective
decisions, the vague provisions of the GDPR will facilitate the process of "de-identification"
(anonymisation, pseudonymisation), it leaves Member States free to adopt or supplement provisions
at national level, which leads to conflicting interpretations, does not provide the right to explain all
algorithmic decisions, but only those that have a legal or significant effect.

It should be noted that not all artificial intelligence applications use personal data and therefore some
uses may not have privacy implications, in which case the provisions of Regulation (EU) 2018/1807
of the European Parliament and of the Council on on a framework for the free flow of non-personal
data in the European Union become applicable.

It is debatable to what extent artificial intelligence can ensure the integrity, confidentiality and
availability of computer data and how it can contribute to ensuring a sufficient level of cyber security,
given that this technology can represent a vulnerability (incorrect algorithm, technical flaws that can
be exploited by cyber criminals) or threat (algorithm can develop cyberattacks).

To prevent vulnerabilities, the Proposal for a Regulation of the European Parliament and of the
Council laying down harmonised rules on artificial intelligence (Artificial Intelligence Act/AlA) and
amending certain Union legislation (COM/2021/206 final) of 21.04.2021 complements the need to
specify cyber security requirements for artificial intelligence based on a certification scheme under
the proposed European cyber security certification framework. The certification process ensures that
specific artificial intelligence technologies comply with security standards not only in the area of
product safety but also in the area of cyber security.

The forthcoming AlA proposes a risk-based approach to artificial intelligence systems (unacceptable
risk, high risk, limited risk, minimal risk), rather than a rights-based approach as in the GDPR. The
European Commission proposes that national competent market surveillance authorities oversee
the new rules, while the creation of a European Artificial Intelligence Council will facilitate their
implementation and stimulate the development of artificial intelligence standards.

The proposed Artificial Intelligence Regulation overlaps in relation to the certification process with
Regulation (EU) 2019/881 of the European Parliament and of the Council on ENISA (the European
Union Agency for Cybersecurity) and on information and communications technology cybersecurity
certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act). Although the AIA
suggests a possible path towards mutual recognition of certifications, a closer analysis of the
provisions and a comparison of the underlying features of the certification mechanisms shows that
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the different approaches taken in the two acts may undermine the objective of certification
mechanisms as trust-building and transparency tools.

Similarly, the proposal for a Regulation on Atrtificial Intelligence overlaps in relation to the conformity
assessment procedure with the Proposal for a Regulation of the European Parliament and of the
Council on horizontal cybersecurity requirements for products with digital elements and amending
Regulation (EU) 2019/1020, COM(2022) 454 final (Cyber Resilience Act). This legal instrument
strengthens cybersecurity rules to ensure more secure hardware and software products, and its
provisions are extended to artificial intelligence applications.

The proposed new EU regulatory framework for artificial intelligence has been the subject of criticism
and debate in the technological and legal community. Some critics, like (Tadeo, 2021) argue that the
proposed Regulation could limit innovation and progress of new technology by placing strict rules
and requirements on developers and users. The proposed Regulation focuses on compliance
assessment and less on fundamental rights impact assessment on perspective of (Smuha et al.,
2021) and is out of sync with the provisions of other EU legislation (such as the GDPR legislation -
it does not provide for data subjects' rights and the authorities where complaints can be lodged).
Also (Smuha et al., 2021) states that the provisions of the future Regulation only offer providers the
possibility to assess risks, there are no provisions for sanctions in case of non-compliance and no
authorities to supervise this process, while compliance of artificial intelligence products with private
standards presents risks (Ebers et al., 2021).

Hypothesis 2.2 (H2.2). (Regarding O2) - The importance of the legal framework developed by PSD3
and DORA on the use of artificial intelligence in the prevention of cyber fraud

The (European Banking Authority, 2022) report, "Risk Assessment of the European Banking
System”, highlights that 83% of banks across Europe are already exploring artificial intelligence
applications, while 12% are testing such tools. In view of the large-scale integration of artificial
intelligence techniques in the financial-banking sector, coupled with the risks associated with the
new technology, through a series of publicly available technical reports, financial regulators
(Cakzolan, 2021; The Organization for Economic Cooperation and Development, 2021; Financial
Stability Institute, 2021;, European Central Bank, 2021; European Banking Federation, 2021), have
highlighted the need to adopt a specific regulatory framework in this area.

For these reasons, also the (European Commission, 2021) highlights in its report "Study on the
relevance and impact of artificial intelligence for company law and corporate governance" that the
financial sector is one of the segments of the European market where clear rules are needed to
regulate artificial intelligence. The capabilities of artificial intelligence tools would ensure higher levels
of digital operational resilience of the EU financial system and reduce the number and average cost
of incidents.

So far, only a few regulatory provisions at European level seem to be relevant to the adoption of
artificial intelligence applications in the financial-banking sector, namely: Directive (EU) 2015/2366
on payment services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and
2013/36/EU and Regulation (EU) No 1093/2010, and repealing Directive 2007/64/EC (or PSD2);
Regulation (EU) 2022/2554 on digital operational resilience for the financial sector and amending
Regulations (EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU)
2016/1011 (or DORA); Proposal for a Directive on payment services and electronic money services
in the Internal Market amending Directive 98/26/EC and repealing Directives 2015/2366/EU and
2009/110/EC, COM (2023) 366 final (or PSD3); Proposal for a Regulation on payment services in
the internal market and amending Regulation (EU) No 1093/2010, COM (2023) 367 final (or PSR);
and Regulation (EU) 2023/1114 on markets in crypto-assets, and amending Regulations (EU) No
1093/2010 and (EU) No 1095/2010 and Directives 2013/36/EU and (EU) 2019/1937 (or MiCA).

The DORA Regulation was prompted by the absence of detailed and comprehensive rules on digital
operational resilience for financial entities, given their high reliance on ICT services (including
artificial intelligence applications) and their vulnerabilities to cyberattacks. The adoption of the
Regulation as a regulatory instrument ensures, on the one hand, the creation of a common legal
framework for Member States and, on the other hand, the avoidance of fragmented approaches at
national level in order to ensure the digital operational resilience of the financial sector in the

100



European Union. Although it does not expressly address artificial intelligence applications used by
financial entities in the prevention of operational risks associated with cyber fraud, the definition of
ICT risks in Article 3(5) is comprehensive and may be appropriate to include risks related to new
technology.

In order to ensure consistency in relation to the ICT risk management requirements applicable to the
financial sector, the Regulation covers the majority of regulated financial entities at Union level
implementing Al-assisted cyber fraud prevention tools, in addition to third party ICT providers. For
financial entities, the comprehensive approach suggested by the DORA implies first of all ensuring
full compliance of implemented technologies with the relevant regulatory framework: Art. 5 -
governance and organisation, Art. 6-18 - ICT risk management framework, and Art. 24-27 - testing
of ICT tools and systems. This requirement will be particularly important for the governance of
artificial intelligence systems used by financial entities, given the absence of a set of rules specifically
related to these tools in the context of preventing cyber fraud.

In accordance with Article 5, where artificial intelligence systems are being used, it is expected that
financial institutions will amend existing governance processes or create specific artificial intelligence
process to address risks which may arise from artificial intelligence decision making. This is
particularly important where high risk Al systems are being used and/or where personal data is
processed by artificial intelligence. Referring to the provisions of Articles 6-18, security policies and
procedures implemented in accordance with de requirements of DORA should look also address
artificial intelligence specific concerns and risks, alongside security requirements for the broader ICT
network across the financial services business.Practically, the services provided using artificial
intelligence tools in a financial services context will include a number of types of services considered
by DORA as ICT services, such as data monitoring, data processing and decision support services.

The provisions of the DORA set out specific steps for the governing bodies of financial entities to
guide and adapt the risk management framework associated with cyber fraud and to ensure
compliance when using Al-assisted prevention tools. It should be noted, however, that in this case
the legal framework proposed by the future AIA Regulation on the certification of high-risk artificial
intelligence systems does not synchronise with the provisions of the DORA. The coexistence of
multiple legal frameworks applicable to the certification process of artificial intelligence systems may
lead to legal uncertainty. At doctrinal level, it is considered by (Latonero, 2018; Mantelero, 2018) that
is premature to regulate the certification process of artificial intelligence systems, given a number of
unknown risks, and the Human Rights Impact Assessment (HRIA) is proposed as a tool during the
life cycle of artificial intelligence systems.

Criticisms of the framework introduced by the DORA mainly concern the fact that many financial
entities already have to comply with many different regulations or ICT guidelines. In the 2019 edition
of its regulatory summary, the (World Bank Group, 2019) identified twenty-eight pieces of legislation,
standards, guidelines and supervisory documents that have been issued by EU standard-setting
bodies on cybersecurity for the financial sector. Twenty-five of the existing twenty-eight documents
have been introduced since 2016, demonstrating the EU's focus on this topic in recent years. To
these are added a plethora of authorities with fraud prevention competences that only dilute the fight
against cyber threats, thus reconfiguring the institutional framework.

The DORA also does not set out exactly which financial institutions will have to carry out these
advanced tests, delegating this task to the competent authorities (EBA, ESMA and EIOPA).

PSD2 was the first European regulation in the financial services sector to specifically specify
concrete requirements for cyber security and ICT risk management. Since the adoption of Directive
(EU) 2015/2366, the market for retail payment services has undergone significant changes, largely
related to the increasing use of cards and other digital means of payment, the declining use of cash
and the growing presence of new players and services, including e-wallets and contactless
payments. The COVID-19 pandemic and the transformations it has brought to consumption and
payment practices have increased the importance of secure and efficient digital payments.

The European Commission, taking into account market developments, has announced in its
Communication COM (2020) 592 final on an EU Retail Payments Strategy the launch of a
comprehensive review of the application and impact of Directive (EU) 2015/2366. Thus, through a
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study on the application and impact of Directive (EU) 2015/2366, the (European Commission, 2023),
analysing the main trends affecting the payments market and the performance of the Directive in
terms of relevance, effectiveness, efficiency, consistency and added value at EU level, identified four
fundamental problems, despite the achievements of PSD2, as follows: consumers are at risk of fraud
and lack confidence in payments, the open banking sector operates imperfectly, supervisors in EU
Member States have inconsistent powers and obligations, there is an uneven playing field between
banks and non-bank PSPs.

For these reasons, on 28.06.2023, the European Commission published the proposals for the third
Payment Services Directive (PSD3) and the new Payment Services Regulation (PSR).

Compared to the PSD2 Directive, the PSD3 framework introduces certain authorisation requirements
for payment institutions setting out specific rules on security controls and mitigating measures in the
field of information and communication technology, aligned with the DORA provisions. Thus, the
security control and mitigation measures (whether or not assisted by artificial intelligence technology)
referred to in Article 3(3)(j) indicate how the natural or legal person being registered will ensure a
high level of digital operational resilience in accordance with Chapter Il of Regulation (EU)
2022/2554, in particular as regards technical security and data protection, including for the ICT
software and systems used by the natural or legal person being registered or by the undertakings to
which all or part of its activities are outsourced. To this end, in accordance with Article 3(5)(a), EBA
will develop draft regulatory technical standards to specify: the information to be provided to the
competent authorities in the application for authorisation of payment institutions.

Atrtificial intelligence technology it is used to detect suspicious or fraudulent transactions in real time.
By analysing behavioural patterns and historical data, artificial intelligence can more effectively
identify unusual or potentially dangerous activity and alert banks or payment service providers to
prevent fraud. Correlatively, contributes to strengthening data security and privacy protection, which
are essential under PSD3. Al technologies can be used to monitor and protect customers' financial
and personal data, thus contributing to compliance with data protection regulations. Last but not
least, the new technology helps banks and payment service providers better assess risks and comply
more effectively with PSD3 requirements. Through data analytics, artificial intelligence helps to
identify and manage cybersecurity risks and assist in appropriate reporting to regulators.

Results

According to (Weigand, 2023), when Al and automation are adopted by attackers, the speed of these
types of attacks will be higher and the number of them will increased. In July of this year, 50,000
more attacks were detected in July than in May 2023. Traditional techniques (firewall, antivirus
software or IDS) are no longer sufficient and effective in protecting systems against new threats in
the digital space, state (Ahsan et al, 2022; Sarker et al., 2020; Wirkuttis and Klein, 2017; Li, 2018).

Due to fraud, which is an ever-increasing problem, companies lose billions of dollars annually. To
reduce this phenomenon, artificial intelligence and automatic learning are often used, in order to
substantially improve fraud detection capabilities. Fraud mechanisms for all Internet banking and
card transactions present features that can help detect fraud, such as location of payment initiation,
payment dates, account holder behavior during payment transactions or different characteristics of
payments (unusually large payments, transfers to other jurisdictions), relevant historical data about
electronic transactions from the systems and platforms involved in the payment or transaction
process (algorithms can learn past fraudulent behavior or detect new types of fraud). Data quantity
and accuracy are crucial to the effectiveness of e-fraud prevention intelligence tools. For detection
of fraud, predictive modeling is one of the most powerful applications of Al and ML. The great
advantage is the identification of fraud before it occurs.

Artificial intelligence and machine leaning will strongly influence the future of fraud detection, they
will constantly improve, which will facilitate their prevention and detection. However, there are also
real concerns about the use of Al and ML regarding confidentiality and bias. It is recommended to
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collaborate with specialized companies and specialists to analyze massive amounts of data in real
time by identifying anomalies and models that can lead to fraudulent activities.

As long as technology has started to play an increasingly important role in our lives, the threat of
cybercrime can represent a significant challenge for governments, companies or even individuals.
As conventional cyber security measures try to keep up and to control this phenomenon, the
criminals becoming more prepared and more refined for this reason, the use of artificial intelligence
began to open new technological developments and cyber security systems, aimed at combating
cyber-crime.

Artificial intelligence capabilities compensate for the asymmetry between current cybersecurity
mechanisms and the innovative methods used by cybercriminals to commit cyber fraud. The
integration of artificial intelligence with traditional technical security measures is revolutionizing cyber
fraud detection and prevention systems, with algorithms able to quickly and accurately processing
large volumes of information to find suspicious transactions and patterns of fraudulent activity.
Artificial intelligence models can help automate cybersecurity, ensuring predictability and ensuring
an effective response to cyber threats. Artificial application can be found for intelligence purposes
for automatic analysis of, intrusion detection (by automatically identifying user access), spam
detection, mobile (android) malware detection, botnet detection, development of advanced ("next-
gen") antivirus program), prediction of security breaches, authentication and password protection,
phishing detection, network traffic monitoring (to identify anomalies), identification of vulnerable
areas, data encryption. However, there are also limitations in the use of artificial intelligence
technology in the process of cyber fraud prevention, mainly caused by the lack or insufficiency of
data sets regarding the innovative schemes of cyber criminals, as well as by the legislative conditions
in the matter of personal data processing.

The ability to process large amounts of data and make decisions without human oversight, artificial
intelligence systems pose significant risks related to data privacy and vulnerability to cyberattacks.
As artificial intelligence systems collect and process significant amounts of data, there is a risk of
intentional manipulation through breaches of technical security measures or accidental leaks of data
that can later be used to commit other cybercrimes (identity theft, computer fraud, etc.). The technical
imperfections of artificial intelligence systems increase the risk of exposure to cyberattacks
(adversarial attacks). In addition to these technical security challenges, there are ethical concerns
around artificial intelligence decision-making and lack of regulation.

Table 2
Table on regulations concerning the use of artificial intelligence technology in cyber fraud
prevention
Legislation Scope Regulatory | Regulatory Recommendations
act initiative
-introduction of the right to explainability of
systems integrating artificial intelligence
Protection of technology
personal data -introducing the right to contest algorithmic
processed by decisions
artificial S )
GDPR intelligence X -requiring institutions to regularly monitor the
Regulation systems in the performance of artificial intelligence
context of cyber algorithms to identify any deviations or
fraud errors
prevention -setting up national supervisory bodies for
the processing of personal data in the
context of artificial intelligence
Digital : . - . .
DORA operational -integration of provisions in a single
Regulation resiFI)ience of Al- X European Cybersecurity legislation for a
secure digital transformation and an
enabled cyber
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fraud
prevention
systems

increased level of cyber resilience of
financial sector

-organisation of a data system used to train
algorithms in the process of preventing
cyber fraud in the financial-banking sector

Classification
and conformity
assessment of

-making risk assessment mandatory for
financial institutions implementing high-risk
Al-enabled systems (including those aimed

at preventing cyber fraud)

-the establishment of specific authorities to

sector

_ artificial supervise this process
Al Act intelligence o .
Y systems -establishing legal compliance standards for
incident to the artificial intelligence products, as private
cyber fraud ones present risks
prevention -the supervisory powers over the provisions
process of the AIA should be vested in national
artificial intelligence bodies rather than data
protection agencies
-stipulation of sanctions in case of non-
] implementation of appropriate cyber security
Strengthening measures by natural or legal persons
PSD3 the resilience of - ] o
Directive the payments -additional references on ensuring digital

operational resilience to the entire

cybersecurity certification framework in
place at European level, not just DORA

Source: Authors’ processing

To address these concerns, it is more than necessary to adopt specific requirements for cyber
security, data privacy and ethical use of artificial intelligence technology. In this sense, as a personal
contribution to improve the general framework, we present in table 2 a set of recommendations,
whose necessity we try to explain in the following.

Referring to data privacy, Regulation (EU) 2016/679 of the European Parliament and of the Council
on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (GDPR), while not expressly addressing
artificial intelligence systems, contains a number of provisions relevant to the new technology. The
GDPR introduces a set of definitions and principles that are not only unique, but also creates an
ecosystem for new technologies, including artificial intelligence according to (Papakonstantinou and
de Hert, 2022), and can be considered the first legal instrument on artificial intelligence according to
(Nemitz, 2022). The GDPR has been driven by the development of new technologies (similar to the
earlier adoption of Directive 95/46/EC on the protection of personal data, driven by Internet
developments).

The GDPR regulations applicable to artificial intelligence concern the traditional data protection
principles contained in Articles 5, 6 and 22: fairness, transparency, purpose limitation, data
minimisation, accuracy, storage limitation, limitation of automated decisions. Given the nature,
scope, context and purposes of the processing, where a type of processing, in particular that based
on the use of artificial intelligence, is likely to result in a risk to the rights and freedoms of the natural
person, Articles 35 and 36 of the GDPR require the data controller to assess the impact of the
processing of personal data. This assessment ensures transparency and protection in the
processing of personal data. Moreover, the provisions of Articles 42 and 43 require certification
mechanisms in order to guarantee the protection of personal data in the processing by means of
artificial intelligence applications.

In this article we refer to the DORA and PSD3 provisions. The DORA regulation and the PSD3
proposal are part of the Digital Finance Package, which includes a new digital finance strategy for

the EU financial sector, integrating digital technologies or information and communication
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technologies in the financial sector, taking a risk-based approach in the interest of consumers. While
the PSD3 proposal places an obligation on electronic payment service providers to prevent cyber
fraud, the DORA Regulation lays down uniform requirements for the security of networks and IT
systems that support financial entities' fraud prevention operational processes.

DORA aims to introduce a harmonised and comprehensive digital operational resilience framework
for European financial institutions, setting out explicit requirements for addressing and mitigating ICT
and cyber risks, including those associated with artificial intelligence tools used in cyber fraud
prevention.

The proposal for a Directive on payment and electronic money services in the internal market
amending Directive 98/26/EC and repealing Directives (EU) 2015/2366 and 2009/110/EC (or PSD3)
focuses on the authorisation and supervision of payment institutions, but also lays down obligations
on payment institutions to prevent cyber fraud. It should be noted that the PSD3 provisions in the
area of cyber fraud prevention are closely related to the provisions of the DORA Regulation.

As in the case of DORA, PSD3 does not expressly refer to artificial intelligence systems. We
appreciate, however, that artificial intelligence technology can be a valuable resource in
implementing and complying with the requirements of the Proposal PSD3 and in developing
innovative security solutions and financial services.

It must be understood very clearly that the applicability of the concepts can affect the financial field,
public and private, equally badly or well, up to the rolling phenomenon that can affect all other fields
with only a small step, and that is why the analysis and adopting measures capable of responding
to as many threats as possible.

Conclusions

The field of Artificial Intelligence research is not new, the first notions being publicly presented in
1956 and it has been defined as an important section of exploration for several companies involved
in the development of innovative technology. For a long time it was seen as an exclusive domain,
difficult to interpret and especially to implement. The evolution was not necessarily linear, exponential
or sinusoidal, nor was it directly proportional to the technological evolution, because it depended to
a large extent on the importance given by the mathematicians who managed to identify the
interconnection formulas on levels. The development of capabilities allowed the significant increase
in the processing of a large amount of data in shorter periods, making possible not only the delivery
of results, but also their collection from different sources, which led to an efficiency of the processes.
The resources were available in the 20th century to a limited number of entities, the dynamics of the
private environment, reallocation and mixed projects providing accessibility for the general public,
both at the investor, owner and user level.

Collecting data from different sources is a powerful tool for acquisition, but poisoning or maliciously
affecting them can cause significant damage through contamination. Machine Learning, as a sequel
to Artificial Intelligence, must be trained so that it can distinguish between malicious or fake sources
and genuine sources. For this, the initially loaded data set must be sufficiently consistent and the
subsequent surveillance managed by humans or by programs designed in this sense, must be
particularly focused, so that it can prevent unwanted intrusions or diversions from the purpose for
which it was built.

In our specific case, Artificial Intelligence can interpret Key Risk Indicators in Cyber Frauds
Prevention, but this does not exclude in any case that criminal actors use the same Artificial
Intelligence to build attack schemes and to develop strategies to deceive the indicators, to results or
to penetrate systems whose purpose is to protect against malicious or fraudulent actions. One of the
measures to prevent, treat and combat the potential negative effects, is to regulate the domain, by
this understanding the elaboration and alignment at the international level of normative acts,
procedures for implementing the norms and of course, punitive measures in case they are not
respected the legal provisions. This desire is also justified by the fact that the virtual space, to which
Artificial Intelligence belongs as much as the field of Cyber Fraud, has no borders and depends
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asynchronously on the time factor. In order for all the measures that we have presented and that we
support to have the intended effect, it is absolutely necessary to create at the international level the
appropriate mechanisms for verification, control and rapid intervention of the competent institutions,
which have prerogatives in combating the criminal phenomenon. In this context, the proposals that
we have presented in the the article become all the more important, the more noticeable, at the time
of the preparation of this study, is a phenomenon of chaotic promotion, development and exploitation
of Artificial Intelligence.

It must be understood and accepted that almost any innovation can be used, both for positive and
negative purposes, both as defense tools and as attack tools

Future Directions

The limits of the study are determined by a lack of sufficient knowledge of the actual situation,
because algorithms and technologies capable of acquiring, analyzing and processing information
are continuously being developed, their purpose defying declared a priori and defying necessarily
presented to the common public.

The future direction of study aims to identify as many concepts as possible that are the basis of
MLtraining and the development of Al in order to be able to make a comparison in order to establish
common points, differences and potential directions of action, precisely to come in support general
efforts to combat the criminal phenomenon.
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